Disaster Recovery Checklist


This Disaster Recovery Checklist is to be used when an Event occurs as part of the formal Disaster Recovery Policy and Procedures (Disaster Recovery Policy and Procedures) of the business.  This will involve an ongoing review and updates as an integral part of the annual Business Plan process.  This checklist is available on our shared drive and also via the Internet.

When allocating tasks ensure staff involved have a clear understanding of the outcome and timing requirements and appropriate authority/guidelines to respond to the tasks assigned.  Ensure communication between staff involved in recovery processes is clear and effective.  All recovery tasks will be dependent on the outcome of other tasks.  Hold regular (daily/twice daily) briefings and status reports.

Please refer to our Organisation Chart for details of staff and their roles within the business to guide allocations of tasks.

Key Tasks in Expected Time Sequence Order

	Task
	Impact Type
	Comment / Explanation/Issues
	Expected to be Allocated To
	Person actually allocated
	Start Date
	Finish Date

	Inspect site and contact emergency services, insurer


	Physical
	Inspect the affected area; look for hazards created by the Event (e.g. fallen power lines, burst pipes, threat of collapse, escaping hazardous materials, etc.). Establish the extent of damage Take necessary precautions to save / protect life and property.  Arrange first aid / medical / ambulance and security guards etc.
	RM’s & DRC
	
	
	

	Water removal & drying


	Physical
	Remove surplus water from the premises. If pumps are needed to remove water from service pits, the Fire Service has the equipment to do this and will perform the task for a fee.  Dry and air the premises. Contact equipment hire companies for hire of industrial blower heaters and/or de-humidifiers.
	DRC
	
	
	

	Delicate equipment


	Physical
	Apply water repellent spray, clean and dry. After fire, check for condensed corrosives even if equipment appears unaffected by fire or water.
	DRC & ITC1
	
	
	

	Advise relevant key third parties


	Op’s
	Advise electricity / gas / water / building owner etc. Advise insurers and confirm exact insurance coverage provided. Contact details for key suppliers / service providers will be available from a range of sources including Mobile Phones / Internet / Document Scanning system / Accounting Package / Invoices etc.
	DRC
	
	
	

	Advise staff
	Op’s
	Contact employees to advise them of the Event and when and where to report. Some may be needed for emergency work.
	DRC
	
	
	

	Salvage process
	Physical
	Protect vulnerable property exposed to the elements by the Event. Move it or cover with waterproof sheets Arrange to salvage / repair all relevant items. Separate damaged materials from undamaged materials.  Sort damaged materials into those that are slightly damaged and those that are badly damaged.  Do not dispose of damaged materials until seen by an insurance assessor.  Concentrate on halting deterioration of restorable property. Do not waste time on property that is obviously beyond economic restoration.
	DRC
	
	
	

	Activate emergency response location
	Physical
	Decide from which location response is to be run from.  Could be a home / serviced office / motel / part of undamaged building / demountable building or caravan.  Needs to have usual office support functionality.  Get interim computer (laptop) and printer and restore data from back up to manage provide client/business information.
	RM’s & DRC
	
	
	

	Incoming phone/mail/email response
	Comm’s
	Establish alternative incoming response.  Divert phone to mobiles, get Phone supplier to place recorded message, divert to message handling service.  Have emails rerouted / auto-respond, mail diverted.  Arrange for staff to document enquiries / requests and contact details and respond to messages/emails where possible.
	ITC1
	
	
	

	Advise staff and key suppliers/clients of incident.
	Comm’s
	Allocate staff to contact staff/key suppliers/clients via email/phone/facsimile etc and of any action required.  Keep client message simple; reassure clients of focus on ongoing protection.  Have insurers extend hold covered arrangements on new business / renewals / extend payment terms.  Agree other short-term operational processes as required.  Delay/ defer appointments / scheduled meetings
	RM’s
	
	
	

	Damage assessment and options
	Op’s
	Assess damage to premises/equipment/records.  Make decision on need for replacement site etc.  If relocation required look at Serviced Office option first, followed by contact with local real estate agents.  Agree office layout, identify furniture needs.
	DRC
	
	
	

	Replace computer hardware / software
	Op’s
	Contact hardware / software supplier and support staff and order replacement/hire equipment, including computers / servers / hubs / modems / routers / printers / scanners / cabling / client and office software.
	ITC1
	
	
	

	Replace office equipment
	Op’s
	Contact office equipment supplier and order replacement / hire equipment, including desks / chairs /filing / photocopiers / facsimile / mail machine etc.
	RM
	
	
	

	Phone systems 
	Comm’s
	Commence process of re establishing phone system.  Replacement phone systems/telephone numbers etc.
	ITC1
	
	
	

	Stationary and usual office supplies
	Op’s
	Reorder stationary and office supplies from suppliers with updated details where required.
	RM
	
	
	

	Review staff requirements
	Op’s
	Review staffing resources and arrange for replacement / additional resources as required via Personnel firms.
	RM
	
	
	

	Data restoration
	IT
	Have data restored immediately hardware becomes operable.  Utilise alternate interim / commercial / associate locations if available to test back up.  Assess impact of any missing data and make plans accordingly.
	ITC1
	
	
	

	Advise Regulatory Bodies
	Legal
	Have Responsible Manager consider whether advice to ASIC / OAIC / AFCA  is required and provide briefing of Event and likely impact on provision of Financial Services if applicable.
	RM
	
	
	

	Arrange replacement finance funding facilities
	Financial
	Contact bank/insurers and arrange replacement cheque books / cash requirements etc.  Lodge claim form and request interim cash payments with insurer.
	FC
	
	
	


Damage Assessment

The DRC will assess the damage and the time required for repair using the table below. The following codes are to be used to indicate the level of damage: None (N) Usable (U) Repairable (R) Major (M)

	Item
	Damage level
	Comments / Explanations
	Time Involved

	Building structure
	     
	     
	     

	Building Interior
	     
	     
	     

	Lighting
	     
	     
	     

	Electricity
	     
	     
	     

	Gas
	     
	     
	     

	Telecommunication
	     
	     
	     

	Air conditioning
	     
	     
	     

	Computers
	     
	     
	     

	Printers
	     
	     
	     

	Photocopier
	     
	     
	     

	Office Furniture
	     
	     
	     

	Stationary
	     
	     
	     

	Staff facilities
	     
	     
	     

	Spare
	     
	     
	     

	Spare
	     
	     
	     

	Spare
	     
	     
	     


Restoration Processes
Communications

Prioritise and allocate responsibilities to senior management, employees and contractors using the list below:

	Function
	Task
	Priority
	Responsibility

	Branches
	Contact branch offices and ask managers to contact clients in the same manner as above.
	H
	RM

	Clients
	Decide if notification to clients is necessary.  Depending on their individual importance, use the following means:

Direct contact by sales/service staff;

Standard form letters, emails, social media, SMS and newspaper announcements, if necessary.
	H
	RM

	Employees
	Advise employees of the status of the recovery, timeframes for resumption of operations, when and where to report to temporary premises, time and location of any staff meeting.
	M
	RM

	Service Contractors
	Advise any service contractors of any expected changes in needs (cleaners, maintenance, etc.)
	H
	RM

	Deliveries
	Advise suppliers of any changes in needs or postpone deliveries
	L
	RM

	Media Enquiries
	Respond to media enquiries
	L
	RM

	Spare
	
	
	     


Accommodation

	Function
	Task
	Priority
	Responsibility

	Temporary Premises
	Obtain temporary office space, preferably with size to accommodate all staff including existing telephone facilities, internet and computer cabling. Location should be handy to present if possible or, if necessary, make special transport arrangements for staff if more remote location chosen.

Contact real estate agents stating requirements for temporary rented space and an estimate of the time for which it will be needed, or contact, portable building suppliers.
	H
	RM’s & DRC

	Permanent Premises
	Decide on manner in which permanent office facilities are to be restored. Commence restoration as soon as decisions have been made or at once if there is no question of change.
	M
	RMs’ & DRC

	IT
	Restore all hardware and software to working order – See IT Policy and Procedures.
	H
	ITC1

	Telecommunications
	Have telephone facilities restored to the temporary site as soon as possible and arrange for connection at temporary premises, if used. 
	M
	ITC1

	Furniture and Equipment
	Find out what furniture and equipment is useable or can be quickly made useable.  

Arrange for removal of perishable materials.

Decide what else is needed to meet minimum requirements for operation under emergency conditions and place orders for initial supply.  Hire, borrow or purchase sufficient furniture and equipment to make up minimum needs. – see Inventory of Minimum Requirements below.
	M
	RM & DRC

	Records
	Commence salvage of important records immediately. Minimise deterioration of wet papers or books.  Freezing, followed when convenient by microwave or vacuum drying, can often prevent this.

Identify damaged records in order of importance and commence restoration of as much information as possible.

If duplicates of damaged records (including magnetic media) are available, have another set made up to replace the backup facility.
	H
	DRC

	Stationary
	Obtain sufficient stocks for immediate emergency use. Plan timing and quantities for replacement of normal stocks, taking needs and storage facilities into account.
	L
	RM & DRC


Administration and Staffing

	Function
	Task
	Priority
	Responsibility

	Accounting
	Establish a base line of accounting matters at the time of the disaster and a temporary system to record the time and cost of recovery.
	M
	FC

	Staffing
	Once the extent and probable length of the business interruption has been estimated, consider ongoing staff requirements and any redundancies required. 

· Decide which are to be retained and which are to be laid off.

· Where possible, find work for employees we wish to retain. 

· Keep employees fully informed of prospects.

· Liaise with the appropriate Union/s, especially if redundant employees are likely to be laid off.
	H
	RM’s

	Credit Control
	Tighten credit control. Request early payment of current accounts and press for payment of overdue accounts.
	M
	FC

	Spare
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