Notifiable Data Breach Overview

This overview provides a summary of our obligations in relation to Notifiable Data Breaches (NDB).
Introduction

The NDB scheme came into force on 22 February 2018 and requires businesses to report serious breaches of privacy to the Office of the Australian Information Commissioner (OAIC). Businesses must also notify the individuals affected by the breach. Below is an overview of the NDB scheme and its effect on our operations.

Why does the NDB scheme apply to us?

The NDB scheme is an amendment to the Privacy Act. Businesses that must comply with the Privacy Act include:

· those with an annual turnover of more than $3 million;
· credit reporting bodies;
· health service providers; and
· tax file number recipients.
However, any business can opt into the Privacy Act.

As the holder of an Australian Financial Services Licence we have an obligation to provide our services fairly and efficiently.  We also deal with many clients who themselves must comply with Privacy Act and will have an expectation that we would similarly comply with the Privacy Act.

The Privacy Act concerns how a business deals with personal information it collects from people. ‘Personal information’ is information that identifies the individual to whom it relates. Credit card details and addresses are common examples of personal information.

What is a Notifiable Data Breach (NDB)
A notifiable data breach is referred to as an “Eligible Breach”.  An Eligible Breach occurs when all of the three criteria below are satisfied.

1. A Data Breach occurs such as when:

· We lose personal information (e.g. misplacing a laptop);
· We disclose personal information to an unauthorised third person (e.g. an email sent to the wrong address); or
· An unauthorised third party accesses the information (e.g. a database is hacked).
2. When the loss, access or disclosure is likely to result in serious harm to a person.

3. When our business has not been able to prevent the likely risk of serious harm.

The occurrence of a data breach in itself is not enough to make it eligible for reporting. All three criteria must be satisfied. For example, we do not need to report a data breach if we can remedy the breach and therefore prevent the likelihood of serious harm occurring.

Assessing Whether a Data Breach is Likely to Result in Serious Harm

Within 30 days of a suspected data breach occurring, we must assess the breach to determine if it is likely to cause serious harm. The NDB scheme lists relevant matters that can assist a business to determine whether the data breach would result in serious harm. Some of these matters include:

	Relevant Matter
	Explanation

	Sensitivity of the information
	Disclosure of sensitive information such as medical records or sexual orientation is much more likely to cause serious harm

	Type of information
	Even if the information is not ‘sensitive’, certain types of information such as credit card details, Medicare numbers or drivers licences may be more likely to result in serious harm

	Whether security matters protect the information
	If the information remains encrypted, and those who can now access it cannot break the encryption, release of the information may not have caused serious harm

	The nature of the harm
	Releasing credit card details will have immediate and serious consequences, whereas releasing only a person’s name will not


However, ‘serious harm’ is not limited to financial loss. It can also include identity theft, loss of employment opportunities, workplace bullying and reputational damage. Therefore, our assessment procedure must consider all possible types of harm.

Reporting Notifiable Data Breaches

If we have reasonable grounds to believe that an eligible data breach has occurred, we must notify all individuals affected by the breach.  We can tailor the way in which we communicate with individuals in regard to the Breach, For example, by sending them an email, publishing information in the media or on a website etc.

We must also notify OAIC. Our OAIC notification must include:

· the business and its contact details;
· a description of the data breach;
· the kinds of personal information that were disclosed; and
· our recommendations about the steps the individuals should take in response to the breach (e.g. changing their password).
Our Response to the Notifiable Data Breaches Scheme

Our Privacy Policy and Procedures specifically address the obligations as doour uding our Information Technology and Risk Management Policies and Procedures.  Information on the NDB isalso included in our Induction program for new staff and representatives.

Key Takeaways

The ramifications of data breaches on our business is now greater than ever.  Therefore we expect all staff and representatives to:
1. Ensure our Information Technology environment is secure by:

a. Not sharing passwords and changing passwords where there is any doubt that a password has been compromised.

b. Being aware of emails and imbedded links that might involve Viruses / Trojan Horses etc.

c. Ensure that no or minimal personal information is stored on laptops / tablets / mobile phones etc.
d. Ensure all mobile devices have strong password security.
2. Ensure we do not retain client credit card details or receive or send 5such information via email.
3. Ensure all emails and written correspondence are addressed and sent to the correct person.

4. Take reasonable and commonsense steps to verify the identity of any individual that you are dealing with and that you provide personal information, including sensitive personal information.

5. Immediately advise your supervisor / manager where you suspect or believe that:

a) Any personal information that we hold has been inappropriately accessed or there is a real risk of this happening.

b) We have lost personal information e.g. the loss of a laptop / tablet etc.

c) We have provided personal information to a person that should not have received such information.
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