Mobile Device Policy and Agreement


Introduction

We provide employees a mobile plan, mobile applications and/or device to enable you to do your job. This generally means that we need you to be contactable or require mobile applications to enable you to perform your role.

This policy is intended to protect the security and integrity of Our data and technology infrastructure and ensure the costs of the mobile plan or device are kept within limits compatible with the use of the plan/device for predominantly business purposes.

This policy clarifies the administrative requirements of the usage of the device and identifies those costs that We will bear and those costs that will be borne by You.
This Policy is based on the premise that the device is provided for predominantly business purposes and that the use of the device for private purposes is a secondary consideration.
Devices and Support

If you are eligible for a mobile device as part of your role, you will be supplied with an appropriate device that is selected by Us at the time of supply.

You will receive a replacement device when your current device no longer works or We consider it is is no longer fit for purpose.

At our discretion You can also choose to purchase or bring your own device and connect to the corporate plan where we offer this alternative.
Corporate Plan

We will provide you with a device which will usually be linked to our Corporate Plan suitable for your device and role.

The details of the Plan for your Device will be provided to you at the time the device is supplied.  We will advise You of any material changes to that plan as and when the plan changes.

We have total authority over Our plan and usage against that plan

Fair Use Guidelines 

Any private calls that are made including frequent, long distance, (STD or ISDN) or of long duration may need to be reimbursed to Us by the user. Should an employee either exceed their allocation or receive a monthly statement that is extraordinary, the employee shall justify the increase of use to their supervisor / manager.
Devices should not be used as replacement internet access points for personal use.

In the event that the misuse of a mobile device is found, the employee will be responsible for the payment of the charges deemed excessive by the relevant supervisor /manager.
As a rule of thumb we would consider all costs incurred by Us as a result of personal usage of the device (whether that be due to phone call or data usage or a combination of both) over $50 (CPI Indexed from June 2018) in any month to be excessive.

Employees are blocked from accessing certain websites at Our discretion while connected to the corporate plan.
Devices may not be used at any time to:

a) Store or transmit illicit materials or information;

b) Store or transmit proprietary information belonging to another company;
c) Harass others;
d) Access inappropriate or illegal websites.

We have a zero-tolerance policy for texting or emailing while driving and only hands-free talking while driving is permitted.

If We think your personal use is unreasonable we may ask you to reduce your non business use of your device or ask you to contribute to the cost of your monthly bill.

If We believe your device use is unacceptable we may cancel your plan and ask for the return of the device.

International calls and roaming 

International calls and text should be strictly for business activities.

International roaming can be expensive and you will require your supervisor / manager’s permission to use your device outside of Australia. It will typically only be granted if required for business purposes and you will generally be responsible for all personal costs incurred during while outside Australia.
If We think your roaming costs are unreasonable You will be responsible for the repayment of the costs.
Security

In order to prevent unauthorised access, devices must be password protected using the features of the device and a strong password used to access our network.

The device must lock itself with a password or PIN if it is idle for five minutes.

Employee access to our data is limited based on user profiles defined by IT and these are enforced.

We have the authority to manage all devices and can request usage information without employee approval.

Please refer to our Information Technology Policy and Procedures for further information and background on Security.

Privacy

Any device that is supplied by Us may be requested to be provided to Us for inspection at any time and you will be required to immediately comply with such requests.

An inspection will ordinarily involve a review of the when phone calls are made and received, a review of SMS / Messages that are on the device, review of information, photos, videos etc. and emails.  This will also include details of phone numbers and people that the device communicates with.
You should bear in mind that should you wish such data / information to remain private then you should not use the device supplied by Us to store / create / transmit or receive this information / data.

Backup of Device
The device and its data / information must be backed up in accordance with Our backup procedures in Our Information Technology Policy and Procedures document.

Return of the Device
Upon the termination of Your employment for any reason or where We decide the device is no longer required by You for business use, We will require the return of the device.  You will not normally be allowed to transfer the mobile number of the device to another device.

We will take all reasonable steps considering the circumstances at the time to enable you to transfer non work related information / software etc. that is stored on the device to a replacement device that you nominate.

Risks, liabilities and disclaimers

Lost or stolen devices must be reported to Us within 24 hours. Employees are responsible for notifying their mobile carrier immediately upon loss of a device.

The employee is expected to use devices in a professional and ethical manner at all times and adhere to Our fair use guidelines as outlined above.

We reserve the right to take appropriate disciplinary action up to and including termination for non-compliance with this policy.

We also reserve the right to change or replace this policy at any time, and will do our best to inform you of these changes through normal communication channels.

If there is any debate on what this policy means, We reserve the right of interpretation of the policy and Our decision is final.

Device Related Costs That You Must Pay For

You are responsible for any expenses related to the registration / downloading and use of Third Party Applications / Services / Optional Services which have not been previously authorised by us in writing.

We reserve the right to recover these costs and in the following circumstances We may require you to pay all or part of the costs relating to the loss or damage to the device or its software.

· The second physical loss of or damage to the device in any 12 month period including screen replacements.

· Any situation where the loss or damage to the device is caused by your deliberate acts, carelessness, recklessness or lack of reasonable care for the device.

· Loss of devices left in vehicles or public spaces while unattended.  
At our discretion we may also require you to pay for any maintenance or repair costs where we believe such costs are inconsistent with the normal costs of operating the device and / or have been contributed to or caused by the manner in which the device has been used by You.

All operating costs of the device whilst on annual leave are recoverable from You at Our discretion.

Device User Acknowledgment

I acknowledge that the information contained in this Policy has been reviewed with me.  As a user of the device, I understand that I may incur or be held responsible for various costs and expenses as detailed in this Policy.
Name

_________________________________________
Signature
_________________________________________

Date of Declaration
______  /  ________  /  _______________
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