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1. POLICY

1.1 Introduction

1.1.11 The potential for an emergency, disaster or other unexpected occurrence (referred to as an Event) to impact our planned business outcomes, operations and specifically our Information Technology (IT) resources is a real and practical threat that we face each day.

1.1.12 For the purposes of this document the words Disaster Recovery and Business Continuity can be considered as interchangeable.

1.1.13 This Policy and Procedures are to be used immediately after any Event and are designed to minimise the impact of an Event on our normal business and to sustain continuity of trading.  Specific outcomes achieved will be:

· Minimise financial risk to the shareholders.
· Comply with our AFSL and other legal obligations.
· Meet our customer needs.
· Maintain our business reputation.
· Minimise damage to third parties and stakeholders that may be directly or indirectly impacted.

1.1.14 This policy applies to all aspects of our business and has been designed to respond to an Event at any of our business locations or an Event suffered by our Authorised Representatives where applicable.
1.1.15 This policy is based on the Australian & New Zealand Standard – Business Continuity – Managing Disruption – Related Risk AS/NZS 5050:2010.
1.1.16 The implementation of these Policy and Procedures is ultimately the responsibility of the Responsible Manager(s) who is directly accountable for its effectiveness. 

1.1.17 The maintenance of a formal and documented approach to Disaster Recovery is a requirement for all businesses that are licensed under the Corporations Act.
1.1.18 All staff and Authorised Representatives must be familiar with and comply with this Policy and Procedure, understand the importance the business places on the effective operation of our Policies and Procedures and are encouraged to look for improvements to our procedures.

2. updates

2.1.11 These Policy and Procedures are updated on a regular basis.  Any material changes to this Policy and Procedures will be advised by management either via Email or at our regular Staff meetings.  A summary of changes to this document and their effective dates are recorded in the Properties section of this file.
2.1.12 This document and associated forms etc. are accessible in soft copy via our computer network.  We do not store these documents in hard copy.  All information can be immediately accessed on the computer network and will be guaranteed to be up to date at all times.

2.1.13 When you see an opportunity to improve a procedure kindly make the suggestion known to your manager/supervisor as we all have a responsibility to improve our standards, individually and as a Company.

3. Objectives

3.1.11 Our business and IT resources can be affected from various sources including:

· Computer viruses introduced via emails, software and data disks, the Internet etc.

· Physical damage to electrical supply, hardware, premises etc.

· Unforeseen events including human mistakes, operating procedure problems, issues affecting third party IT suppliers such as Underwriters etc.

3.1.12 We will utilise our Risk Management Policy and Procedures (Risk Management Policy and Procedures.doc) to manage these risks as best as possible however given the size and financial resources of the business we are not necessarily able to avoid or transfer all such risks.

3.1.13 Our Disaster Recovery Policy and Procedures are a practical program detailing the steps and measures that need to be put into place when an Event occurs despite the implementation of our Risk Management Policy and Procedures.  The main objectives of these Disaster Recovery Policy and Procedures are:

· Ensuring the ability of the organisation to effectively continue operations after an Event by outlining procedures and resources to be activated after the Event.
· Ensuring the organisation’s ability to quickly reconstruct essential information following an Event.
3.1.14 The procedures will 

· Outline initial steps to determine if Disaster Recovery needs to be executed.

· Provide guidelines to help individuals prepare for a possible business interruption.

· Assign and describe duties to each staff.

· Communicate clearly to staff about the actions to be taken.

· Provide external communications guide.

· Provide fast reference for all critical services.

4. disaster recovery assumptions

4.1 Assumption Development

4.1.11 In developing a set of Disaster Recovery Policy and Procedures we have based our procedures on a “worst case” scenario involving complete and total loss of all company physical assets, including office space, computers, files etc.

4.1.12 Although the procedures are designed for “worst case”, inherent in the procedures is the ability to recover from a minor interruption, which is perhaps a more likely situation.

4.1.13 We have then reviewed the business impact of such an Event on our business and the services offered to our clients and the impact on other third parties and stakeholders.
4.1.14 We have then reviewed the various steps that would be involved in reinstating the business at alternative premises and replacing all office equipment etc.

4.1.15 We have conducted research on the replacement availability of all key business facilities and resources to understand the timing and complexity of undertaking a reinstatement of the office environment.

4.2 Disaster Assumptions

4.2.11 Following a review of possible Event scenarios our Disaster Recovery Policy and Procedures are based on the following assumptions:

· A maximum 5 day interruption to our business activities is tolerable to the business and would also be considered more than reasonable by the vast majority of our clients, on the proviso that their insurance programs were not jeopardised by the interruption.

· Suitable alternative premises, within a 20 kilometre radius of the current business location, will be available with a 5 working day lead time.

· Reinstatement of client data on single computer able to be done within 24 hours utilising laptop and back up data. 

· Replacement hardware and office equipment and installation is available with a 1 to 5 working day lead time.

· Replacement computer software is available within a 3 working day lead time.

· Replacement communication systems are available within a 5 working day lead time.

· The data back up processes detailed in our Information Technology Policy and Procedures (Information Technology Policy and Procedures) are operative and effective at the time of the disaster.

· Replacement staff and other operational and temporary resources needed are available within a 5 working day lead time.

· The insurance covers in place, specifically the Increased Cost of Working cover will provide sufficient funds to meet the additional short term costs and financial loss caused by an Event.
· The supply of community electrical, telephony and other public services are outside our ability to manage or control and are assumed to be available following an Event.

· All insurer/third party supplied hardware/software and other facilities will be covered by the insurers/thirdparty’s risk management and business continuity plans and do not need to be incorporated/duplicated into our procedures.

· A sufficient number of staff not being incapacitated to implement and affect recovery.

· Financial Product suppliers and other Third Party suppliers will be supportive and act in good faith to our clients coverage during such an interruption.

· As a relatively small business senior management and staff will have the contact details of all relevant key suppliers and service providers on their mobile phones or be able to locate contact details via the internet / document scanning system / accounting pakage etc.within 1 hour of requiring such information.

· Our accountant/book keeper will have details of the Asset Register.  Our IT supplier will have copies of all required software and associated licences, IT hardware and communications equipment.

4.3 Summary

4.3.11 A “worst case” Event will involve 1 day where no operational activities can be attended to.

4.3.12 By day 2 client data and single computer access will be available.  Financial product suppliers / clients will be able to be contacted and acceptable contingency plans can be put into place.

4.3.13 Usual business activities are anticipated to commence between days 5 and 10.

5. disaster recovery co-ordinator

5.1.11 Senior management has nominated a Disaster Recovery Co-Ordinator, who is responsible for the effective implementation and operation of Disaster Recovery Policy and Procedures.  This person is identified in our Organisation Chart by use of the Code DRC.

5.1.12 The DRC has been provided with the necessary training to be able to effectively perform this role.

5.1.13 The specific skills, roles and responsibilities of the DRC Officer are:

·  Maintain the effectiveness of our Disaster Recovery Policy and Procedures.

· Test and validate the assumptions relied upon in the procedures.

· Monitoring changes in the work and external environment that might impact on our Disaster Recovery Policy and Procedures.

· Review and assess these Policy and Procedures on an annual basis to ensure that they will meet our requirements should an Event occur.
· Review and update the Disaster Recovery Checklist on an annual basis.

· Ensure sufficient Business Interruption and Property insurance is maintained.

· Work with our Responsible Manager(s) to make critical business decisions throughout the period that the company is recovering from an Event.

6. Disaster recovery procedures

6.1.11 We have developed a Disaster Recovery Checklist (Disaster Recovery Checklist.doc) for all major activities that may need to be addressed when an Event occurs.  This will be used to provide guidance on the prioritisation of activities and the allocation of tasks to staff.


