Insurance Broker Fraud Checklist

The purpose of this checklist is to help us manage the risk of fraud within the business.  It is part of our Risk Management system and ideally should be completed as part of the annual business planning process.  The checklist should be completed by the Risk Management Officer and then provided to the Responsible Managers for discussion and action where required.  The completed checklist and notes should be stored with our other Compliance documentation.
	Issue
	Yes/No

	Are responsibilities for client banking, insurer payments and the reconciliation of the Trust Accounts allocated / performed by different staff?
	

	Are staff who prepare insurer payments unable to amend the BSB and Account Numbers within the Broking system?
	

	Are the BSB and Account Numbers of insurers in the bank system only able to be added and changed via a dual person password authority?
	

	Are the BSB and Account No. on insurer payments routinely checked against the broking system and the banking records for the insurer? 
	

	Are a sample of return premiums / cancellations and lapses routinely reviewed to ensure such transactions are valid?  Alternatively are transaction numbers and values monitored and comparisons made between business units / managers etc.
	

	Are all credit invoices for return premiums, cancellations and lapses sent out (irrespective of who processed the transaction)?
	

	Are debtors statements randomly sent out direct to clients without vetting by the account manager / processor?
	

	Are staff precluded from handling, processing, receipting etc. covers for family & friends?
	

	Does the business ensure holiday leave build up is limited to 30 days?
	

	Are their dual signatories on all EFT and Cheque payments.?
	

	Are all Trust bank accounts reconciled on a monthly basis back to the bank balances expected by the Broking system?
	

	Are all Write Off entries above a set limit and all journals between accounts within the Broking system vetted by a cheque signatory?
	

	Are all accounting processes for group scheme business reviewed by a cheque signatory who is not involved in the management of the account?
	

	Are all bank accounts operated by third parties e.g. Authorised Representatives, into which client money is banked subject to comparable controls (including an annual audit) to those operated by the business?
	

	Are all user passwords to the broking system secure & changed on a regular basis.
	

	Is the level of access to the broking system functions limited only to those required by each staff member?
	

	Is there a regular review of computer access to ensure all ex employees have been removed and the access for all staff is appropriate for effective internal control?
	

	Are all Client Credit Card details immediately destroyed / de-identified or stored securely with access limited to senior management.
	

	Are transactions that generate income for the person raising/processing the transaction tested / vetted to ensure Broker Fees are reasonable, appropriate & disclosed to client.
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